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Abstract— In this day and age, the internet is the new resource tool for the masses. It has changed the way we live in society and the way
people interact with each other. There are about nine hundred million people, who are using internet now a day. They can use the internet
to communicate with each other from all over the world, business can do their work over the internet, and students can take online classes
and many more. Therefore, the availability of internet is very critical for the socio economic growth of the society. Distributed Denial of
Service (DDoS) is one of the major threats for the current Internet because of its ability to create a huge volume of malicious data. As a
result of it services of internet are severely degraded. One of the biggest challenges before researchers is to find the details of such attacks
because due to damaging reputation issues, most of the commercial sites do not even disclose that they were blitzed by such attacks. In
this project work, we have used the real time attack and legitimate traces in order to perform the simulation of DDoS attacks. We have
simulated the network topology and attach the real time traces with the topology. The impact of attack is measured in terms of metrics such

as throughput and percentage link utilization.

Index Terms— Internet, Distributed Denial of Service Attack, throughput, percentage link utilization, network, simulation, attack traffic,

legitimate traffic

1 INTRODUCTION

NTERNET security includes aspects such as confiden-

tiality, authentication, integrity and non repudiation,
availability. Traditional security solutions concentrate on
protecting the network connection’s confidentiality and in-
tegrity, protecting the server from break-in, and protecting
the client’s private information from unintended disclosure.
A lot of protocols and mechanisms have been developed
that address these issues individually [1]. One area that has
been neglected so far is service availability in the presence of
denial of service (DoS) attacks, and their distributed variants
(DDoS).

The network needs security against attackers and hack-
ers. Network Security includes two basic securities. The first
is the security of data information i.e. to protect the informa-
tion from unauthorized access and loss. And the second is
computer security i.e. to protect data and to thwart hackers.
Here network security not only means security in a single
network rather in any network or network of networks.
Now need of network security has broken into two needs.
One is the need of information security and other is the need
of computer security. On internet or any network of an or-
ganization, thousands of important information is ex-
changed daily. This information can be misused by attack-
ers.

The current architecture of Internet carries many security
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holes in it, which creates opportunities for attacker to launch
a successful attack. Before going through the detail about
DDoS

attacks, it is useful to have a classification over internet at-
tacks. As per [2], definition of an attack can be a series of
steps taken by an attacker to achieve an unauthorized result.
An attacker uses a tool to exploit a vulnerability to perform
an action on a target in order to achieve an unauthorized
result.

One of the major security problems in the current Inter-
net, a denial-of-service (DoS) attack always attempts to stop
the victim from serving legitimate users. Denial-of-service
(DoS) and distributed-denial-of-service (DDoS) attacks
cause a serious danger to Internet operation. A distributed
denial-of-service (DDoS) attack is a DoS attack which relies
on multiple compromised hosts in the network to attack the
victim [3]. There are two types of DDoS attacks. The first
type of DDoS attacks aim of attacking the victim to force it
not to serve legitimate users by exploiting software and pro-
tocol vulnerabilities. The second type of DDoS attack is
based on a massive volume of attack traffic, which is known
as a flooding-based DDoS attack. A flooding-based DDoS
attack attempts to congest the victim's network bandwidth
with real-looking but unwanted data. As a result, legitimate
packets cannot reach the victim due to a lack of bandwidth
resource.

2 Dos AND DDOS

DoS and DDoS attacks are simple in design and generated
without requiring any special skill or resource. The attack
tools can be obtained easily online and the attack goal is
attained by generating sufficiently large amount of
malicious traffic. The main difference between DoS and
DDoS attacks is amount of attack traffic used. DoS attacks
use one attack machine to generate malicious traffic while
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DDoS attacks use large numbers of attack machines [4].

2.1 Denial of Service Attack

Denial-of-Service (DoS) attacks generally achieve their goal
by sending large volumes of malicious packets that exhaust
some key resources available and prevent the legitimate
clients to take service from the victim. DoS attacks are also
called bandwidth attacks as they occupy a significant propor-
tion of the available bandwidth. The aim of a bandwidth
attack is to consume critical resources in a network service.
Possible target resources may include CPU capacity in a
server, or Internet link capacity. By exhausting these critical
resources, the attacker can prevent legitimate users from
accessing the service.

2.2 Distributed Denial of Service Attack

Distributed denial-of-service (DDoS) attacks are simply de-
nial-of-service attacks performed from multiple agents. All
machines simultaneously start generating as many packets
as they can toward the victim. A large number of participat-
ing agents overload resources of the victim.

A typical DDoS attack contains two stages. Before real at-
tack traffic reaches the victim, the attacker must cooperate
with all its DDoS agents. Therefore, there must be control
channels between the agents and the attacker. This coopera-
tion requires all agents send traffic based on commands re-
ceived from the attacker. So the first stage is to compromise
defenceless systems that are available in the Internet and
install attack tools in these compromised systems. This is
known as turning the computers into “zombies” [5]. In the
second stage, the attacker sends an attack command to the
“zombies” through a secure channel to launch a bandwidth
attack against the targeted victim.

Attackers can gain control of these computers via direct
or indirect attacks. Direct attacks refer to sending malicious
data packets that exploit a vulnerable computer. On the
other hand, indirect attacks can exploit insecure actions that
may be performed by users. These attacks generally require
human interaction.

3 RELATED WORK

Jelena Mirkovic, P. Reiher [8] proposed taxonomy of distrib-
uted denial-of-service attacks. The attack taxonomy is illus-
trated using both known and potential attack mechanisms.
Vrizlynn L. L. Thing, Morris Sloman, and Naranker Dulay
[9] present a detailed study of the source code of the popu-
lar DDoS attack bots, Agobot, SDBot, RBot and Spybot to
provide an in-depth understanding of the attacks in order to
facilitate the design of more effective and efficient detection
and mitigation techniques. Tao Peng, Christopher Leckie,
Kotagiri Ramamohanarao [5] presented a survey of denial of
service attacks and the methods that had been proposed for
defense against these attacks. In this survey, they analyzed
the design decisions in the Internet that have created the
potential for denial of service attacks. Monika Sachdeva,
Gurvinder Singh, Krishan Kumar and Kuldip Singh [1]

measured the DDoS attack’s impact on web services. Au-
thors simulated network topology and generated legitimate
web traffic. The attack traffic is generated at different
strengths to measure attack impact on web services. The
attack impact is measured in terms of metrics such as
throughput, response time, no of active connections, no of
request dropouts, ratio of average serve to request rate, per-
centage link utilization, and normal packet survival ratio.
Authors concentrated on web application so accordingly the
performance metrics are identified for measuring the impact
of DDoS attacks. Ketki Arora, Krishan Kumar, Monika
Sachdeva [2] presented an overview on DDoS problem and
major factors causing DDoS attacks. Authors discuss brief
detail of most recent DDoS incidents on online organiza-
tions.

4 EXPERIMENT SETUP

In order to perform the simulation of DDoS attacks, we have
performed a number of experiments. To setup a satisfactory
simulation for measuring DDoS impact, we should consider
topology, legitimate traffic and attack traffic. The following
subsection describes in more details about the test method-
ology and chosen performance metrics.

4.1 Environment Used

The cost of building a real distributed testing environment
is very high. Simulation is an important method in network
research, as simulation can be used to analyze network re-
lated problems under different protocols, cross traffic and
topologies with much less cost [3]. The most well known
network simulator is NS2 [20]. NS2 simulator covers a large
number of applications, protocols, network types, network
elements and traffic models. Therefore we use NS2 simula-
tor for our work.

4.2 Simulation Methodology

In our simulation methodology, first step is to create a net-
work topology using a NS2 Tcl script. Next step is to attach
the legitimate traffic datasets in order to run legitimate traf-
fic on nodes of the topology. After this, in order to generate
attack traffic, real time attack traces are attached with our
topology. These attack datasets are analyzed by CoralReef.
Then simulation is again performed. Now whole of the traf-
fic is monitored and off-line analysis is done. The output
trace file is then used for measuring the attack.

Simulation topology used for this experiment have le-
gitimate client pool contains various nodes that are used to
generate legitimate traffic. In order to generate legitimate
traffic real time traces are used. Using these traces the nodes
generate TCP traffic. An attacker uses UDP traffic to launch
an attack. The purpose of attack is to consume the band-
width of the bottleneck link so that legitimate traffic could
not send the packets. The simulation time is 50 seconds. The
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legitimate traffic is based on TCP so it goes through slow
start phase. The total number of legitimate clients, in legiti-
mate client pool, is 8. The total traffic load and bottleneck
bandwidth represent the scenario of a busy link.

In our experiments legitimate traffic is generated using
real time traces [18]. The legitimate traffic is based on TCP.
Here we have considered 8 legitimate clients that want to
communicate with TCP Sink node. Again for generating
DDoS attack real time datasets are used [22]. The volume
and complexity of traffic in datasets is very high and very
difficult to understand. The traces used for generating attack
are stored in pcap format. So we have chosen CoralReef to
perform the analysis of pcap traces. CoralReef is a de facto
standard tool to analyze network traces.

After analyzing the traces we came to know that all UDP
packets in the traces are attack traffic. 130 hosts send the
UDP packets to a single host, which is the scenario of DDoS
attacks. In simulation, attack traffic from all attackers’ starts
at 20 second and stops at 40 second.

4.3 Performance Metrics

Common performance metrics to measure the impact of
DDoS attacks, used by various researchers are throughput
without attack and with attack. Some others use the per-
centage of failed transactions as a metric in their work. Ac-
cording to [1] various network performance metrics are af-
fected when DDoS attacks are launched. In current work,
our focus is on performing the simulation of DDoS attack
using real legitimate and attack datasets and then measure
the effect of attack using following metrics:

1. Throughput (t): Throughput is defined as rate of sending
and receiving the data by a network. It is a good measure of
the channel capacity of the communication links in the
internet. When attack is launched, legitimate and attack traf-
fic, both use the bottleneck link. So throughput is defined as
number of bits of legitimate traffic received at the destina-
tion per second.

2. Percentage Link Utilization (p): Percentage link utiliza-
tion is defined as percentage of bandwidth that is being
used for good put.

5 RESULT ANALYSIS

All the experiments are conducted in simulated environ-
ment and the impact of DDoS attack using real time traces is
measured using a number of parameters. The effect of DDoS
attack on the performance of web services using all parame-
ters is analysed below.

5.1 Throughput

During DDoS attack, attack traffic fills the bottleneck link in
order to force the legitimate packets to drop. Throughput is
defined as the number of bits per second of legitimate traffic
that are received at the destination. As shown in fig. 1, at

time O the throughput starts increasing slowly due to slow
start phase of TCP. Once it reaches near to bandwidth of
bottleneck link, it remains stable there when there is no at-
tack. When attack is launched at 20 sec, it declines immedi-
ately. As the attack rate is high during attack throughput
reaches to zero.
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Fig.1: Throughput with and without attack

5.2 Percentage Link Utilization

Percentage Link utilization is defined as percentage of
bandwidth that is being used for Throughput. As shown in
fig.2 percentage of link utilization is near to 100% when
there is no attack. When attack is launched the percentage
reaches to zero due to impact of attack.
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Fig.2: Percenage Link Utilization with and without attack

6 CONCLUSION

There is an alarming increase in the number of DDoS attack
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incidents. Not only, DDoS incidents are growing day by day
but the technique to attack, botnet size, and attack traffic are
also attaining new heights. Effective defense measures
needed to prevent and mitigate these attacks is the current
need of the hour.

In order to complete this work, we concentrated on DDoS
Attacks and identify different types of DDoS attacks. As
objective of this work is to perform the simulation of DDoS
attacks on legitimate and attack real datasets. So we have
concentrated on the different datasets and perform the anal-
ysis of various datasets. After performing the analysis we
have chosen the dataset that can generate a large amount of
attack traffic. At the end measurement of degradation of
services is done in terms of Goodput and Percentage link
utilization.
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